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ABSTRACT



This paper aims at providing an efficient solution module for iris scanning techniques employed in security systems. It provides a powerful algorithm for iris comparison technique and thereby giving a satisfactory detection technique. With a strong mathematical background and quantitative analysis, it provides a promising method “GAIC” algorithm, which would enable efficient security in the growing trends. The above said algorithm has been simulated and implemented for the verification in the platforms of MATLAB. Our algorithm proves more efficient over all the other algorithms available. 
PROLOGUE:



The world is crying out for simpler access controls to personal authentication systems and it looks like biometrics may be the answer. Instead of that big ring of keys, all those access cards or passwords you carry around with you, your body can be used to uniquely identify you. Furthermore, when biometrics measures are applied in combination with other controls, such as access cards or passwords, the reliability of authentication controls takes a giant step forward. 

Biometrics-An overview:



 Biometrics is best defined as measurable physiological and / or behavioral characteristics that can be utilized to verify the identity of an individual. 

They include the following:

· Iris Scanning  

· Facial Recognition 

· Fingerprint Verification 

· Hand Geometry 

· Retinal Scanning 

· Signature Verification 

· Voice Verification 



Initially, these techniques were employed primarily in specialist high security applications; however we are now seeing their use and proposed use in a much broader range of public facing situations. Used properly, biometrics can offer effective ways to safeguard properties and people, data, and information, in an unobtrusive manner.

Choosing a Biometric Authentication Solution:


Before choosing a biometric user authentication solution, an organization should evaluate its needs carefully. The following list includes items that should be considered—the order of importance depends on the environment and level of security needed. 

· Level of security required

· Accuracy 

· Cost and implementation time

· User acceptance

IRIS SCANNING-The Technology:



 The iris is a colored ring that surrounds the pupil and contains easily visible yet complex and distinct combinations of corona, pits, filaments, crypts, striations, radial furrows, and more. The iris is called the Living Password because of its unique, random features. It's always with you and can't be stolen or faked. As such, it makes an excellent biometric identifier.



 Iris scanning is undoubtedly the less intrusive of the eye related biometrics. This technology relies on the fact that the iris pattern of each eye is unique. Since the iris is found in the front of the eye, iris scanning is relatively non-intrusive, because the iris pattern can be picked up from a distance of up to two feet away. It utilizes a simple digital camera and requires no intimate contact between user and reader. No two irises are alike, even for the pair of eyes from the same individual, or among identical twins. In fact, the iris is said to be more individual than a fingerprint. The technology is so advanced that the user can wear reading glasses, contact lens, sunglasses and the system can still recognize the iris pattern.

Advantages of the Iris for Identification:

· Highly protected, internal organ of the eye.

· Iris patterns possess a high degree of randomness.

· Variability: 244 degrees-of-freedom. 

· Entropy: 3.2 bits per square-millimeter. 

· Uniqueness: set by combinatorial complexity. 

· Patterns apparently stable throughout life. 

· The odds of two different irises returning identical scans: 1 in 1078.

Scanning mechanism:



In Iris scanning, the eye is illuminated by light-emitting diodes that surround the camera.  The diodes emit in the visible light spectrum.  The scanner is NOT a laser-retinal scanner so there are no laser eye hazards.  Iris identification uses standard video cameras — the same kind you would use to videotape your family — to take a picture of the iris of your eye.  Since it does not use lasers, it has none of the inherent risks associated with lasers. The LEDs used nullify the effects of the environment.



The iris-scanning procedure, as used on humans, is simple and painless. A person must stand approximately 12-14 inches from a camera and looks into the scanning device. The camera scans the iris. The scanned pattern is then compared to previously recorded patterns. Identification is achieved in two
 seconds and verification in three.

Available algorithms:



Some of the algorithms available at present for the comparison of iris images are CANDID algorithm, Warp – based image distance algorithm, Richardson- Lucy algorithm etc. These algorithms make their views in any of the particular characteristics of the images. This will not be satisfactory in the case of iris comparison technique. Hence we are proposing an algorithm that is useful for comparing two iris images, i.e., GAIC.

Our Algorithm – GAIC:



GAIC refers to Generalized Algorithm for Iris Comparison. In GAIC, we are collecting all the parameters which are useful for the iris comparison. As iris is a small organ containing fine details, it is necessary to take into account even the minute details, which are accomplished in GAIC. The various processes done in the algorithm are explained below.

· The source folder is loaded.
· The test image is obtained and cropped.
· The first image of the source folder is taken and cropped with the same margins.
· The two images are converted to their respective grayscales.
· Their Black & White equivalents are found logically.
· The DCTs are computed with the following expression.
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where, 

 u = 0, 1, 2,..., N - 1.

       a (u) = ( 1 / N for u = 0

              = ( 2 / N for u = 1, 2,..., N - 1.

· Hotelling transform is taken to the two images for which the expression is given below.
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· The transformed images are then compared.

· If the two images are equal, the test image is accepted.

· If not, the test image is compared with the next image of the source folder after the above said manipulations are done for that image.

· If no images are equal to that of the test image, the test image is rejected.

Features of GAIC:

· The gray scale conversion makes the comparison process simple.

· The logical B&W conversion reduces the number of elements in the matrix.

· By taking the DCTs, the blurring of the iris images caused by cataracts, etc. can be effectively minimized and also compression effect is effectively used.

· Hotelling transform helps us to minimize the angle deviations in the images.

· Cropping prevents the comparison of unwanted regions of the images.

MATLAB-An Overview:



MATLAB refers to ‘MATrix LABoratory’. MATLAB, a software from Mathworks, Inc., is used especially for mathematical computation purposes in which any object can be represented in a matrix form. If we are considering a picture of a JPEG format (say), the picture as said above will be represented as a matrix in MATLAB. When you are manipulating the same in MATLAB, you are just going to manipulate each and every elements of the matrix which wholly represent that picture. 

ADVANTAGES OF MATLAB IMPLEMENTATION:

· Accuracy rate is much higher than the conventional methods.

· False rejection rate is less.

· No. of in-built functions is high.

· The manipulations of the given image said in the algorithm can easily be accomplished with MATLAB. 

· The comparison will be very quick and ease.

· External interfacing will be easier with MATLAB.

Current Technical Constraints and solutions:

1. Hardware and Software Required: 



One of the biggest barriers to the implementation is that this technology requires separate hardware, usually a camera, and software that is not yet standard on most computers. But the future world will be having something for it to be economical for effectively having these processes.

2. False Rejections:



 The accuracy rate for iris recognition needs almost to be 100% which can’t be obtained with the methods which are being used nowadays where the accuracy rate is about 95%; however the deviation with the GAIC algorithm is negligible in which the accuracy rate is about 98%. 

3. Recognition from a Distance:


 Certain implementations of this technology currently require the user to be quite close to the camera for the software to properly recognize the iris. This can be quite awkward for the user. But there is no other chance at present for the user to find comfort in these situations.

4. Cost:


Cost plays a main role in building an iris scanning system in which both the hardware and software expenses are to be considered. But as days move, the cost will not be a factor affecting the system implementation. 


“Taking these constraints into consideration, we have developed a code in MATLAB for iris comparison and we have implemented this with 4 different inputs.”

Conclusion:



For many organizations, implementing the right biometric user identification technique can improve data security. But currently, no computer system is impenetrable. The use of passwords, electronic signatures, encryption, and biometrics can help to make our computing environment safer, but they cannot insure the absolute integrity of the data or system. Any computer user, whether at work or at home, should emphasize prevention. Implementing the use of information security measures may help in the war against hacking, but we must not forget the basics of computer security. We must do the simple things that make it harder for hackers to get into our computers or systems.



Hence, we can surely say that the iris scanning technology is the most comprehensive technique in the field of biometrics and our algorithm GAIC yields very good results when implemented in MATLAB.
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