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1. INTRODUCTION
The next Pearl Harbor will not announce itself with a searing flash of nuclear light or with the plaintive wails of those dying of Ebola or its genetically engineered twin. You will hear a sharp crack in the distance. By the time you mistakenly identify this sound as an innocent clap of thunder, the civilized world will have become unhinged. Fluorescent lights and television sets will glow eerily bright, despite being turned off. The aroma of ozone mixed with smoldering plastic will seep from outlet covers as electric wires arc and telephone lines melt. Your Palm Pilot and MP3 player will feel warm to the touch, their batteries overloaded. Your computer, and every bit of data on it, will be toast. And then you will notice that the world sounds different too. The background music of civilization, the whirl of internal-combustion engines, will have stopped. Save a few diesels, engines will never start again. You, however, will remain unharmed, as you find yourself thrust backward 200 years, to a time when electricity meant a lightning bolt fracturing the night sky. This is not a hypothetical, son-of-Y2K scenario. It is a realistic assessment of the damage that could be inflicted by a new generation of weapons--E-bombs.

Anyone who's been through a prolonged power outage knows that it's an extremely trying experience. Within an hour of losing electricity, you develop a healthy appreciation of all the electrical devices you rely on in life. A couple hours later, you start pacing around your house. After a few days without lights, electric heat or TV, your stress level shoots through the roof. But in the grand scheme of things, that's nothing. If an outage hits an entire city, and there aren't adequate emergency resources, people may die from exposure, companies may suffer huge productivity losses and millions of dollars of food may spoil. If a power outage hit on a much larger scale, it could shut down the electronic networks that keep governments and militaries running. We are utterly dependent on power, and when it's gone, things get very bad, very fast.

An electromagnetic bomb, or e-bomb, is a weapon designed to take advantage of this dependency. But instead of simply cutting off power in an area, an e-bomb would actually destroy most machines that use electricity. Generators would be useless, cars wouldn't run, and there would be no chance of making a phone call. In a matter of seconds, a big enough e-bomb could thrust an entire city back 200 years or cripple a military unit. 

2 .BASIC PRINCIPLE-THE EMP EFFECT
The Electromagnetic Pulse (EMP) effect was first observed during the early testing of high altitude airburst nuclear weapons. The effect is characterised by the production of a very short (hundreds of nanoseconds) but intense electromagnetic pulse, which propagates away from its source with ever diminishing intensity, governed by the theory of electromagnetism. The Electromagnetic Pulse is in effect an electromagnetic shock wave. 

This pulse of energy produces a powerful electromagnetic field, particularly within the vicinity of the weapon burst. The field can be sufficiently strong to produce short lived transient voltages of thousands of Volts (i.e. kilovolts) on exposed electrical conductors, such as wires, or conductive tracks on printed circuit boards, where exposed. 

It is this aspect of the EMP effect which is of military significance, as it can result in irreversible damage to a wide range of electrical and electronic equipment, particularly computers and radio or radar receivers. Subject to the electromagnetic hardness of the electronics, a measure of the equipment's resilience to this effect, and the intensity of the field produced by the weapon, the equipment can be irreversibly damaged or in effect electrically destroyed. The damage inflicted is not unlike that experienced through exposure to close proximity lightning strikes, and may require complete replacement of the equipment, or at least substantial portions thereof. 

3.The Technology Base for Conventional E Bombs
The technology base which may be applied to the design of electromagnetic bombs is both diverse, and in many areas quite mature. Key technologies which are extant in the area are explosively pumped Flux Compression Generators (FCG), explosive or propellant driven Magneto-Hydrodynamic (MHD) generators and a range of HPM devices, the foremost of which is the Virtual Cathode Oscillator or Vircator. 

3.1. Explosively Pumped Flux Compression        

      Generators
The FCG is a device capable of producing electrical energies of tens of Mega Joules in tens to hundreds of microseconds of time, in a relatively compact package. With peak power levels of the order of Terawatts to tens of Terawatts, FCGs may be used directly, or as one shot pulse power supplies for microwave tubes. To place this in perspective, the current produced by a large FCG is between ten to a thousand times greater than that produced by a typical lightning stroke 

The central idea behind the construction of FCGs is that of using a fast explosive to rapidly compress a magnetic field, transferring much energy from the explosive into the magnetic field. 

The initial magnetic field in the FCG prior to explosive initiation is produced by a start current. The start current is supplied by an external source, such a high   voltage capacitor bank (Marx bank), a smaller FCG or an MHD device. In principle, any device capable of producing a pulse of electrical current of the order of tens of Kilo Amperes to MegaAmperes will be suitable. 

A number of geometrical configurations for FCGs have been published .The most commonly used arrangement is that of the coaxial FCG. The coaxial arrangement is of particular interest in this context, as its essentially cylindrical form factor lends itself to packaging into munitions. 

The intense magnetic forces produced during the operation of the FCG could potentially cause the device to disintegrate prematurely if not dealt with. In applications where weight is an issue, such as air delivered bombs or missile warheads, a glass or Kevlar Epoxy composite would be a viable candidate. 

3.2. EXPLOSIVE AND PROPELLANT DRIVEN MHD GENERATORS
The design of explosive and propellant driven Magneto-Hydrodynamic generators is a much less mature art that that of FCG design. 

The fundamental principle behind the design of MHD devices is that a conductor moving through a magnetic field will produce an electrical current transverse to the direction of the field and the conductor motion. In an explosive or propellant driven MHD device, the conductor is a plasma of ionized explosive or propellant gas, which travels through the magnetic field. Current is collected by electrodes which are in contact with the plasma jet .
3.3. High Power Microwave Sources - The Vircator

Whilst FCGs are potent technology base for the generation of large electrical power pulses, the output of the FCG is by its basic physics constrained to the frequency band below 1 MHz. Many target sets will be difficult to attack even with very high power levels at such frequencies; moreover focussing the energy output from such a device will be problematic. A HPM device overcomes both of the problems, as its output power may be tightly focussed and it has a much better ability to couple energy into many target types. 

A wide range of HPM devices exist. Relativistic Klystrons, Magnetrons, Slow Wave Devices, Reflex triodes, Spark Gap Devices and Vircators are all examples of the available technology base. From the perspective of a bomb or warhead designer, the device of choice will be at this time the Vircator, or in the nearer term a Spark Gap source. The Vircator is of interest because it is a one shot device capable of producing a very powerful single pulse of radiation, yet it is mechanically simple, small and robust, and can operate over a relatively broad band of microwave frequencies. 

The physics of the Vircator tube are substantially more complex than those of the preceding devices. The fundamental idea behind the Vircator is that of accelerating a high current electron beam against a mesh (or foil) anode. Many electrons will pass through the anode, forming a bubble of space charge behind the anode. Under the proper conditions, this space charge region will oscillate at microwave frequencies. If the space charge region is placed into a resonant cavity which is appropriately tuned, very high peak powers may be achieved. Conventional microwave engineering techniques may then be used to extract microwave power from the resonant cavity. Power levels achieved in Vircator experiments range from 170 kilowatts to 40 Gig Watts over frequencies spanning the decimetric and centimetric bands.

[image: image1.png]Dielectric
Window

Insulator

—e

Cathode Virtual Cathode

AXIAL VIRTUAL CATHODE OSCILLATOR




The two most commonly described configurations for the Vircator are the Axial Vircator (AV) (Fig.3), and the Transverse Vircator (TV). The Axial Vircator is the simplest by design, and has generally produced the best power output in experiments. It is typically built into a cylindrical waveguide structure. Power is most often extracted by transitioning the waveguide into a conical horn structure, which functions as an antenna. AVs typically oscillate in Transverse Magnetic (TM) modes. The Transverse Vircator injects cathode current from the side of the cavity and will typically oscillate in a Transverse Electric (TE) mode.
4. Lethality of Electromagnetic Warheads

The issue of electromagnetic weapon lethality is complex. Unlike the technology base for weapon construction, which has been widely published in the open literature, lethality related issues have been published much less frequently. 
While the calculation of electromagnetic field strengths achievable at a given radius for a given device design is a straightforward task, determining a kill probability for a given class of target under such conditions is not. 

This is for good reasons. The first is that target types are very diverse in their electromagnetic hardness, or ability to resist damage. Equipment which has been intentionally shielded and hardened against electromagnetic attack will withstand orders of magnitude greater field strengths than standard commercially rated equipment. Moreover, various manufacturer's implementations of like types of equipment may vary significantly in hardness due the idiosyncrasies of specific electrical designs, cabling schemes and chassis/shielding designs used. 

The second major problem area in determining lethality is that of coupling efficiency, which is a measure of how much power is transferred from the field produced by the weapon into the target. Only power coupled into the target can cause useful damage. 
4.1. Coupling Modes

In assessing how power is coupled into targets, two principal coupling modes are recognised in the literature: 

· Front Door Coupling occurs typically when power from an electromagnetic weapon is coupled into an antenna associated with radar or communications equipment. The antenna subsystem is designed to couple power in and out of the equipment, and thus provides an efficient path for the power flow from the electromagnetic weapon to enter the equipment and cause damage. 

· Back Door Coupling occurs when the electromagnetic field from a weapon produces large transient currents (termed spikes, when produced by a low frequency weapon) or electrical standing waves (when produced by a HPM weapon) on fixed electrical wiring and cables interconnecting equipment, or providing connections to mains power or the telephone network. Equipment connected to exposed cables or wiring will experience either high voltage transient spikes or standing waves which can damage power supplies and communications interfaces if these are not hardened. Moreover, should the transient penetrate into the equipment, damage can be done to other devices inside. 

4.2. Maximising E-Bomb Lethality

To maximise the lethality of an electromagnetic bomb it is necessary to maximise the power coupled into the target set. 

The first step in maximising bomb lethality is is to maximise the peak power and duration of the radiation of the weapon. For a given bomb size, this is accomplished by using the most powerful flux compression generator (and Vircator in a HPM bomb) which will fit the weapon size, and by maximising the efficiency of internal power transfers in the weapon. Energy which is not emitted is energy wasted at the expense of lethality. 

The second step is to maximise the coupling efficiency into the target set. A good strategy for dealing with a complex and diverse target set is to exploit every coupling opportunity available within the bandwidth of the weapon. 

5. Targeting E-Bombs

 The task of identifying targets for attack with electromagnetic bombs can be complex. Certain categories of target will be very easy to identify and engage. Buildings housing government offices and thus computer equipment, production facilities, military bases and known radar sites and communications nodes are all targets which can be readily identified through conventional photographic, satellite, imaging radar, electronic reconnaissance and humint operations. These targets are typically geographically fixed and thus may be attacked providing that the aircraft can penetrate to weapon release range. With the accuracy inherent in GPS/inertially guided weapons, the electromagnetic bomb can be programmed to detonate at the optimal position to inflict a maximum of electrical damage. 

Mobile and camouflaged targets which radiate overtly can also be readily engaged. Mobile and re locatable air defence equipment, mobile communications nodes and naval vessels are all good examples of this category of target. While radiating, their positions can be precisely tracked with suitable Electronic Support Measures (ESM) and Emitter Locating Systems (ELS) carried either by the launch platform or a remote surveillance platform. In the latter instance target coordinates can be continuously data linked to the launch platform. As most such targets move relatively slowly, they are unlikely to escape the footprint of the electromagnetic bomb during the weapon's flight time. 

6. Delivery of Conventional E Bombs

An “E-Bomb” is delivered by cruise missile. It can be fired from a long range 155mm artillery gun or MLRS rocket launcher, then its outer casing breaks open over the target. The shell or rocket unfolds its radio transmitter aerials, and then the transmitter sends a high powered radio pulse of billions of watts that lasts just a few nanoseconds. It would zap anything electronic on the ground. The high powered microwave ( HPMs ) are not emitted as a single beam but from side lobes. It’s for this reason that E-Bombs are dropped mainly by cruise missiles and not manned aircraft, since the microwaves can reflect off the ground and affect  pilots.
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7. Defence Against E Bombs

The most effective defence against electromagnetic bombs is to prevent their delivery by destroying the launch platform or delivery vehicle, as is the case with nuclear weapons. This however may not always be possible, and therefore systems which can be expected to suffer exposure to the electromagnetic weapons effects must be electromagnetically hardened. 

The most effective method is to wholly contain the equipment in an electrically conductive enclosure, termed a Faraday cage, which prevents the electromagnetic field from gaining access to the protected equipment. However, most such equipment must communicate with and be fed with power from the outside world, and this can provide entry points via which electrical transients may enter the enclosure and effect damage. While optical fibres address this requirement for transferring data in and out, electrical power feeds remain an ongoing vulnerability. 

Where an electrically conductive channel must enter the enclosure, electromagnetic arresting devices must be fitted. A range of devices exist, however care must be taken in determining their parameters to ensure that they can deal with the rise time and strength of electrical transients produced by electromagnetic devices. Reports from the US indicate that hardening measures attuned to the behaviour of nuclear EMP bombs do not perform well when dealing with some conventional microwave electromagnetic device designs. 
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8. EFFECTS OF E BOMB

The United States is drawn to EMP technology because it is potentially non-lethal, but is still highly destructive. An E-bomb attack would leave buildings standing and spare lives, but it could destroy a sizeable military. 

There is a range of possible attack scenarios. Low-level electromagnetic pulses would temporarily jam electronics systems, more intense pulses would corrupt important computer data and very powerful bursts would completely fry electric and electronic equipment. 

In modern warfare, the various levels of attack could accomplish a number of important combat missions without racking up many casualties. For example, an e-bomb could effectively neutralize: 

· vehicle control systems 

· targeting systems, on the ground and on missiles and bombs 

· communications systems 

· navigation systems 

· long and short-range sensor systems 

EMP weapons could be especially useful in an invasion of Iraq, because a pulse might effectively neutralize underground bunkers. Most of Iraq's underground bunkers are hard to reach with conventional bombs and missiles. A nuclear blast could effectively demolish many of these bunkers, but this would take a devastating toll on surrounding areas. An electromagnetic pulse could pass through the ground, knocking out the bunker's lights, ventilation systems, communications -- even electric doors. The bunker would be completely uninhabitable. 

U.S. forces are also highly vulnerable to EMP attack, however. In recent years, the U.S. military has added sophisticated electronics to the full range of its arsenal. This electronic technology is largely built around consumer-grade semiconductor devices, which are highly sensitive to any power surge. More rudimentary vacuum tube technology would actually stand a better chance of surviving an e-bomb attack. 

A widespread EMP attack in any country would compromise a military's ability to organize itself. Ground troops might have perfectly functioning non-electric weapons (like machine guns), but they wouldn't have the equipment to plan an attack or locate the enemy. Effectively, an EMP attack could reduce any military unit into a guerilla-type army. 

While EMP weapons are generally considered non-lethal, they could easily kill people if they were directed towards particular targets. If an EMP knocked out a hospital's electricity, for example, any patient on life support would die immediately. An EMP weapon could also neutralize vehicles, including aircraft, causing catastrophic accidents. 

In the end, the most far-reaching effect of an e-bomb could be psychological. A full-scale EMP attack in a developed country would instantly bring modern life to a screeching halt. There would be plenty of survivors, but they would find themselves in a very different world. 
9. Limitations of E Bombs

The limitations of electromagnetic weapons are determined by weapon implementation and means of delivery. Weapon implementation will determine the electromagnetic field strength achievable at a given radius, and its spectral distribution. Means of delivery will constrain the accuracy with which the weapon can be positioned in relation to the intended target. Both constrain lethality. 

In the context of targeting military equipment, it must be noted that thermionic technology (i.e. vacuum tube equipment) is substantially more resilient to the electromagnetic weapons effects than solid state (i.e. transistor) technology. Therefore a weapon optimised to destroy solid state computers and receivers may cause little or no damage to a thermionic technology device, for instance early 1960s Soviet military equipment. Therefore a hard electrical kill may not be achieved against such targets unless a suitable weapon is used. 

This underscores another limitation of electromagnetic weapons, which is the difficulty in kill assessment. Radiating targets such as radars or communications equipment may continue to radiate after an attack even though their receivers and data processing systems have been damaged or destroyed. This means that equipment which has been successfully attacked may still appear to operate. Conversely an opponent may shut down an emitter if attack is imminent and the absence of emissions means that the success or failure of the attack may not be immediately apparent. 

An important factor in assessing the lethal coverage of an electromagnetic weapon is atmospheric propagation. While the relationship between electromagnetic field strength and distance from the weapon is one of an inverse square law in free space, the decay in lethal effect with increasing distance within the atmosphere will be greater due quantum physical absorption effects. This is particularly so at higher frequencies and significant absorption peaks due water vapour and oxygen exist at frequencies above 20 GHz. These will therefore contain the effect of HPM weapons to shorter radii than are ideally achievable in the K and L frequency bands. 

Means of delivery will limit the lethality of an electromagnetic bomb by introducing limits to the weapon's size and the accuracy of its delivery. Should the delivery error be of the order of the weapon's lethal radius for a given detonation altitude, lethality will be significantly diminished. This is of particular importance when assessing the lethality of unguided electromagnetic bombs, as delivery errors will be more substantial than those experienced with guided weapons such as GPS guided bombs. 

Therefore accuracy of delivery and achievable lethal radius must be considered against the allowable collateral damage for the chosen target. Where collateral electrical damage is a consideration, accuracy of delivery and lethal radius are key parameters. An inaccurately delivered weapon of large lethal radius may be unusable against a target should the likely collateral electrical damage be beyond acceptable limits. This can be a major issue for users constrained by treaty provisions on collateral damage. 

10. THE PROLIFERATION OF E-BOMBS
the relative simplicity and thus low cost of such weapons can be considered of benefit to First World nations intending to build viable war stocks or maintain production in wartime, the possibility of less developed nations mass producing such weapons is alarming. The dependence of modern economies upon their information technology infrastructure makes them highly vulnerable to attack with such weapons, providing that these can be delivered to their targets. 

10.1. STRATEGIC AIR ATTACK OPERATIONS USING E-BOMBS
Modern strategic air attack theory is based upon Warden's Five Rings model [WARDEN95], which identifies five centres of gravity in a nation's warfighting capability. In descending order of importance, these are the nation's leadership and supporting C3 system, its essential economic infrastructure, its transportation network, its population and its fielded military forces. 
The innermost ring in the Warden model essentially comprises government bureaucracies and civilian and military C3 systems. In any modern nation these are heavily dependent upon the use of computer equipment and communications equipment. What is of key importance at this time is an ongoing change in the structure of computing facilities used in such applications, as these are becoming increasingly decentralized. This decentralisation and networking of information technology systems produces a major vulnerability to electromagnetic attack. Whilst the use of distributed computer networks reduces vulnerability to attack by conventional munitions, it increases vulnerability to attack by electromagnetic weapons. 

The finance industry and stock markets are a special case in this context, as the destruction of their electronic infrastructure can yield, unlike manufacturing industries, much faster economic dislocation. This can in turn produce large systemic effects across a whole economy, including elements which are not vulnerable to direct electromagnetic attack. This may be of particular relevance when dealing with an opponent which does not have a large and thus vulnerable manufacturing economy. Nations which rely on agriculture, mining or trade for a large proportion of the their gross domestic product are prime candidates for electromagnetic attack on their finance industry and stock markets. Since the latter are usually geographically concentrated and typically electromagnetically "soft" targets, they are highly vulnerable. 

Transport infrastructure is the third ring in the Warden model, and also offers some useful opportunities for the application of electromagnetic weapons. Unlike the innermost rings, the concentration of electronic and computer equipment is typically much lower, and therefore considerable care must be taken in the selection of targets. 

Railway and road signalling systems, where automated, are most vulnerable to electromagnetic attack on their control centres. This could be used to produce traffic congestion by preventing the proper scheduling of rail traffic, and disabling road traffic signalling, although the latter may not yield particularly useful results. 

The population of the target nation is the fourth ring in the Warden model, and its morale is the object of attack. The morale of the population will be affected significantly by the quality and quantity of the government propaganda it is subjected to, as will it be affected by living conditions. 

Using electromagnetic weapons against urban areas provides the opportunity to prevent government propaganda from reaching the population via means of mass media, through the damaging or destruction of all television and radio receivers within the footprint of the weapon. 
The use of electromagnetic weapons against a target population is therefore an area which requires requires careful consideration in the context of the overall IW campaign strategy. If useful objectives can be achieved by isolating the population from government propaganda, then the population is a valid target for electromagnetic attack. 
The outermost and last ring in the Warden model are the fielded military forces. These are by all means a target vulnerable to electromagnetic attack, and C3 nodes, fixed support bases as well as deployed forces should be attacked with electromagnetic devices. 
11. Conclusion

Electromagnetic bombs are Weapons of Electrical Mass Destruction with applications across a broad spectrum of targets, spanning both the strategic and tactical. As such their use offers a very high payoff in attacking the fundamental information processing and communication facilities of a target system. The massed application of these weapons will produce substantial paralysis in any target system, thus providing a decisive advantage in the conduct of Electronic Combat, Offensive Counter Air and Strategic Air Attack. 

Because E-bombs can cause hard electrical kills over larger areas than conventional explosive weapons of similar mass, they offer substantial economies in force size for a given level of inflicted damage, and are thus a potent force multiplier for appropriate target sets. 

The non-lethal nature of electromagnetic weapons makes their use far less politically damaging than that of conventional munitions, and therefore broadens the range of military options available. 

E-bombs can be an affordable force multiplier for military forces which are under post Cold War pressures to reduce force sizes, increasing both their combat potential and political utility in resolving disputes. Given the potentially high payoff deriving from the use of these devices, it is incumbent upon such military forces to appreciate both the offensive and defensive implications of this technology. It is also incumbent upon governments and private industry to consider the implications of the proliferation of this technology, and take measures to safeguard their vital assets from possible future attack. Those who choose not to may become losers in any future wars. 

